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Oral Testimony 
 
Good afternoon Mr. Chairman, Ranking Member McCall, and Members of the 

Committee. I would like to thank the Committee for your commitment to a 

comprehensive examination of the cyber security of control systems utilized in our 

nation’s electric grid. I also want to thank you for the opportunity to be here today to 

discuss this very important topic.  

 

I am a nuclear engineer that has been involved in control systems for over 35 years and 

control system cyber security for over 7 years. I have been a part of the NERC cyber 

security standards process since its inception. I have been working with government 

organizations, end-users, equipment suppliers, domestic and international standards 

organizations, and others to develop standards and solutions. I am also a utility 

shareholder and ratepayer, both of which can be affected by this subject. 

 

The issue at hand is the protection of the interdependent critical infrastructures of electric 

power, water, oil/gas, etc. Control systems form the backbone of these infrastructures and 

the threat of a cyber attack is the central issue.  There are only a handful of control 

system suppliers and they supply industrial applications worldwide. The control systems, 

architectures and default passwords are common to each vendor.  Consequently, if one 

industry is vulnerable, they all could be.   

 

I am aware of more than 90 cases where control systems have been impacted by 

intentional and unintentional cyber incidents.  These incidents have occurred in electric 

power transmission and distribution systems, power generation including fossil, hydro, 

gas turbine, and nuclear, water, oil/gas, chemicals, paper, and agri-business. Damage 

from cyber incidents have ranged from trivial to significant environmental releases, to 

significant equipment damage to even deaths.  

 

When the NERC cyber security standards process originated, it was meant to address 

utility control systems with the only exclusion being mainstream business applications. 
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Over time, the scope significantly narrowed. The approach has resulted in the following 

shortcomings: 

- The ambiguousness and exclusions of the NERC CIP process - telecom, electric 

distribution, market systems, serial communications, nuclear plants, and not 

requiring appropriate policies - would not meet a cyber security assessment of a 

Human Resources computer system, yet we are using it as a basis for our most 

important critical cyber assets.  

- The banking industry is concerned about the security of a single open access point 

on a laptop. On the other hand, the electric industry has determined by using the 

NERC CIP standards that an entire section of the United States has no critical 

generation assets. How can this be considering NERC’s input on the Aurora 

vulnerability? 

- In my written testimony, I have provided 4 actual control system cyber events the 

NERC CIP standards would not have addressed including one identified by the 

Electric Sector ISAC in 2003 (not Aurora). 

As can be seen, this lack of any real security being addressed by NERC is alarming at 

best and negligent at worst. This begs the question- what is the point of the NERC CIPs - 

an effort to placate FERC or to actually secure the grid? 

 

There is a better approach that in fact is already mandatory for all federal agencies which 

includes TVA, BPA, the Bureau of Reclamation, among others.  This approach is the 

NIST Framework which has been extended to specifically address control systems. We 

conducted a line-by-line review between the NERC CIPs and NIST 800-53. The results 

were that NIST SP800-53 is more comprehensive. Why should federal power agencies be 

held to a higher standard, but more so, be placed at risk where non-federal agencies 

connect with them using a less comprehensive approach. Again, this makes no sense. 

 

Recommendations 

Congress should empower FERC with the authority and responsibility for development 

of control system cyber security requirements and compliance criteria similar to the role 

of the Nuclear Regulatory Commission. In so doing, Congress should also provide FERC 
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with the authority to separate ERO functions so that NERC is responsible for traditional 

electric system reliability standards, and have a separate organization, such as ISA, be 

responsible for the cyber security aspects of critical infrastructure protection. Finally, 

Congress should take action so that the ERO function is funded by the government, not 

by industry as is now the case, to better ensure that conflicts of interest do not interfere 

with doing what is right and necessary and not just what is convenient. 

 

Thank you for allowing me to provide my thoughts and concerns.  I would be happy to 

answer any questions. 

 

Joe Weiss 

10/17/07 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


